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[57] ABSTRACT

A method and apparatus for securing images from unli-
censed appropriation on a computer system. Prior art graph-
ics security measures, such as encryption, cease to protect
the images once the images are deciphered and loaded into
the video adapter memory. In the present invention, unli-
censed transfers of image data from the video adapter to
other storage means are substantially prevented by inter-
cepting data transfer requests to the operating system and
identifying whether the image is one to be protected. If the
image is one that is marked for protection, the region of the
data transfer incorporating the protected image is blacked
out or replaced with a specified pattern or message. A
preferred embodiment provides a library of software rou-
tines that are utilized by image display applications. These
routines interface with the computer memory and the video
display memory to block the copying of designated images
by means of “hooks” into the operating system or operating
environment. By means of these hooks and routines, the
present invention identifies all regions on the video device
that contain a protected image and exclude these regions
from any operation that transfers data from the video display
memory. Any attempts to transfer the designated regions
result in an image containing “blacked out” regions in their
place. The preferred embodiment includes an encryption
scheme for image security prior to display.

58 Claims, 7 Drawing Sheets
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