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bilities. Multiple applications collect current variable autho-
rization information at run-time, when prompted by a user
request to access a protected resource, from an external
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replacing a fixed authorization structure with a flexible
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6,308,274 B1* 10/2001 Swift .ccoovvvrviinieneeeeeenen. 726/9
6,466,932 B1  10/2002 Dennis et al.
2001/0047485 Al 11/2001 Brown et al. 6 Claims, 4 Drawing Sheets
Central
Authorization Role
User Access Request Repository Definintion
management
Call from
Application
ey user 01 ) Privil
Application \—\_ Role 1 Tl o rivileges
[ o S
Authorization -~ o Role 2
Tool user 02 Role 3
/Authorization
|
Protected | Objects - L Ny
Resource Role n Actions To
! App
Responsibility 1 """ Privileges
\ Responsibility 2
Responsibility 3
Responsibiltiy r T T
Definition >
managment
- Responsibility N




